	Year 13 Term 1 & Term 2
	Our mission is to stimulate and challenge our students to excel and provide a desire for lifelong learning and pursue careers in the world of Business, Computing, and ICT.

	Enquiry Question: Is our sensitive information under threat?

	Unit title: Cyber Security  
Why now? This unit builds on from unit 1 content on threats and unit 2 LO2 contents - The need for secure digital systems is more crucial than ever before. We rely on computerised systems and networks to collect, process, store and transfer vast amounts of data and to control critical systems such as water and power supplies. Business and e-commerce can be undertaken twenty four hours a day, seven days a week and telecommunications enable us to keep in touch with family and friends and collaborate with colleagues at any time. Mobile devices offer us freedom and flexibility of where and how we learn and work. However, for all the advantages that these systems offer us, some people have found ways to exploit them and this poses a threat to our safety and security in the real world, as much as in the cyber world. To deal with this problem the cyber security industry is expanding at a rapid rate.

This unit has been designed to enable you to gain knowledge and understanding of the range of threats, vulnerabilities and risks that impact on both individuals and organisations. You will learn about the solutions that can be used to prevent or deal with cyber security incidents resulting from these challenges. You will be able to apply your knowledge and understanding of cyber security issues and solutions by reviewing and making recommendations for ways to best protect digital systems and information.

	Knowledge

Students will know about…
	Application

Students will be able to…
	Vocabulary
	Home Learning
	Assessment
	Extra Resources

Extended Reading
	Cultural capital

	1. LO1 Understand what is meant by cyber security

2. LO2 Understand the issues surrounding cyber security


3. LO3 Understand measures used to protect against cyber security incidents


4. LO4 Understand how to manage cyber security incident











	Cyber security aims to protect information

Types of cyber security incidents

The importance of cyber security

Threats to cyber security

Types of attackers

Motivation for attackers

Targets for cyber security threats

Impacts of cyber security incidents

Other considerations of cyber security

Cyber security risk management

Testing and monitoring measures

Cyber security controls (access controls)

Responding to an incident

Cyber security incident report

	Confidentiality

Integrity

Availability
Unauthorised 

Hacking
Modification 

Personal

Identity

Escalation 

Privileges

Vulnerability 

Accidental 

Intentional 

Financial 

Organisations 

Stakeholders 

Implications

Risks

Legal

Legislations

Operational

Incident

Procedures

Recommendation 


	TeachICT.com

Seneca

https://www.senecalearning.com/
Bitesize

https://www.bbc.co.uk/bitesize/topics/
YouTube

You tube links to CS fundamentals videos. 
	Regular LO assessment

A final tests based on factual recall and application combining LOS
	www.bitesize.co.uk
Hodder revision book

E-text book unit 3
	The National Science Museum (free events)

https://www.sciencemuseum.org.uk/
The Royal Institute of Science (free events)

https://www.rigb.org/families/family-fun-days
National Museum of Computing, Bletchley Park (Near Milton Keynes) 
http://www.tnmoc.org/
https://www.bletchleypark.org.uk/
http://www.codesandciphers.org.uk/bletchleypark/
(virtual tour)

Centre for Computing History, Cambridge

http://www.computinghistory.org.uk/



